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Open Source Enterprise GIS 
Abstract 

From the perspective of a career-oriented GIS professional primarily using Esri ArcGIS Enterprise, this paper 
will investigate the candid feasibility of using Free and Open Source Software for geospatial solutions. It 
Will examine software options and related experience in implementing these products. The paper is written 
with a practical voice and is intended to be utilized as a beacon of guidance and harbinger of pitfalls for 
geospatial professionals attempting similar projects.  

Introduction 

The software installation process has generally become be easy and effortless. Everyday 

users will install free software over a paid application without a thought on whether the source 

code is open or not. For the sake of clarity, lets us define several terms. Trialware is software 

that contains a time control locking out the user or nags the user for payment after a duration. 

Freemium as according to Entrepreneur magazine, is free software or service that usually has a 

limit of features or sells users data to advertisers(1). Freeware is simply free software without 

consideration of the state of source code or purpose of the developer. Open Source software 

has a highly contested and disputed definition. However, there are several accepted 

requirements: free redistribution, allow modification of available source code, integrity of code, 

non-discriminatory, nonspecific license distribution or restrictions and technology neutral(2). 

Most commonly, users install Open-Source software in order to save money.  At its core that is 

the largest and most influential decision(3).   

True advocates of open source software will argue for a higher purpose.  While the 

direct price tag cost of Free and Open Source Software (FOSS) is zero, there are many more 

metrics to use in deciding what software to use.  Innovation efficiencies of sharing ideas allows 

FOSS developers to stand on each other’s shoulders. The ideal is commonly referred to Linus’s 

Law where the creator of the Linux Operating System, Linus Torvalds, claimed that FOSS tends 
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to produce better software because many separate developers looking for problems and 

finding solutions(3). Also, these same developers clarify the term ‘free’ is meant to be used as in 

Free Speech, not Free Beer. This strong moral component claims the rights of the user are not 

taken away as they are in freemium software where commonly the user is the product(4).  

All these same justifications are evidenced in the geospatial community as well.  Free 

and Open-Source Software for GIS (FOSS4G) has its own history with similar reasons and 

purposes.  Open Source has always been an interest of the paper’s author despite over 20 years 

(including undergraduate study) of using proprietary GIS software.  Now even as this internship 

project application, as well as the previous semester’s written business plan, threatens to either 

invalidate an inconvenient opinion about FOSS4G or open the doors to new opportunities.   

Research of the Business Plan 

The scope of the business plan that predicated this internship application and paper was 

to examine the capability of popular FOSS4G packages and define a roadmap forward for using 

these applications to create a viable enterprise level GIS environment. In so doing, the Business 

Plan outlines five components of an Enterprise GIS and the users that would act as the subject 

matter experts 

(SME) for each 

component as 

seen in Table 1 on 

the right. These 

components are 

equally important as they are interdependent on each other to create a cyclical enterprise 

geospatial data system as visualized in figure 1 below(5).  
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The Five Components 

GIS data must live in a 

relational database 

management system that is 

itself enterprise. This system 

can be as simple as one 

database or complex with 

multiple instances in a highly 

available architecture. The 

SME here is represented by 

the Database Administrator 

(DBA) that interacts with the 

RDBMS as a system to monitor, backup and maintain the data.  

These database tables must be enabled spatially. This enablement will allow these data 

in the databases to be visualized in a geographic manner as feature class layers with GIS 

software. Here, the GIS Administrator can maintain the GIS database with specific GIS tools. 

These responsibilities can include user permissions, creating spatial indexes, data layer 

compression, version control and domain creation.  

An enterprise system includes the ability for multiple technicians to edit GIS 

geodatabase layers from a workstation that is not on the local RDBMS machine. Though an 

organization’s workflow may not require multiple editors, this feature is paramount to consider 

a GIS enterprise. The GIS Technician is a key figure here and is usually the personnel to perform 

the edits.  

When first conceptualized, web mapping was a novelty to users. Esri released its full 

public version of ArcIMS in May of 2000(6). GIS professionals considered it a lot of work but 

deemed it nonessential to the real work of GIS(7). Google maps was launched in February of 

2005 and suddenly, the terrain changed(8). The general public began to expect self-service 

Figure 1 The cycle of the Five components 
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mapping from their local governments as easily as they could get directions from google maps. 

Currently, web mapping is a vital component of any enterprise GIS system.  While technically 

the software is a part of the GIS platform, many of the configuration and setup needs involve 

skills sets of a Network Administrator such as firewall rules and DNS table entries. As with a 

RDBMS, it is crucial to involve professional IT personnel with this component.  

Due to the difficulty level of application programming, this last component is perhaps 

the most debatable. There are many options when visualizing web GIS services. Creating a thin 

client for mobile and browser users can be done easily with wizard-based configuration tools 

while using commercial software. Part of a modern enterprise GIS is to consider the user 

experience when accessing data and analysis over the Internet. The ease to which casual users 

can perform editing tasks or retrieve information will affect the outcome and general 

acceptance of the GIS. This responsibility falls on the GIS Programmer.  

Package Selection 

The intention of this research was never to look at every individual FOSS4G application 

and asses its viability for the project. For each component, at least three popular open source 

applications were compared against the Esri complimentary software.  

 Criteria for selection on all packages included experience, licensing model, available 

customer support updates and release schedule. For more granularity, each research category 

encompassed other specific criteria for that component needs. For example: does a RDBMS 

support versioning control or does a web visualization library allow for synchronous editing.   

Using these criteria, the 

Business Plan result selection 

for the five components are 

listed in Table 2 to the right. 

The remainder of this paper addresses in detail the setup installation and configuration process 

of an open source GIS enterprise system using these packages.  A more comprehensive 

Relational Database Management PostgreSQL 

Spatial Database Management PostGIS 

Local Desktop Editing & Visualization QGIS 

Web Publishing GeoServer 

Thin Client Editing & Visualization OpenLayers 

Table 2: Selected Packages 



Open Source Enterprise GIS  mjwilliamson 

Fall 2020                                                                  5 
 

explanation and defense of these five Enterprise GIS Components and selection of the 

particular FOSS4G software are available in the 59903 Business Plan document. 

Server System Infrastructure  

At the core of enterprise GIS is a central server system. While it is technically feasible to 

run these programs and processes on a desktop computer, using a server environment will lend 

credence to the workflow.  In addition, a server environment allows for multiple machines to be 

architected as a part of the test. With the explosion of datacenters, commissioning cloud-based 

servers has become relatively inexpensive.  

There are many locations online to purchase server space in the cloud.  The feature 

diversity of these services creates their own level of complexity based on available components.  

Of the three largest companies; Microsoft Azure, AWS and Google Cloud; Amazon Web Services 

provided the surest commonality for use. Professional exposure to this ecosystem also provided 

a less-steep learning curve.  

AWS allows for a complete IT infrastructure to be in the cloud.  Any individual 

application that on-premise IT departments use has a corresponding AWS service. It is 

important to note here that there is a quite an advanced required skillset with any cloud 

deployment model and especially true with AWS. There are terms and vocabulary that Amazon 

has invented that no other IT system uses. This deployment will use cloud-based servers and 

attached volumes, firewall security, load balancers and DNS entries. The corresponding AWS 

service terms represented here are EC2 instances, Elastic IP, VPC, Route 53 Hosted Zones & 

Internet Gateways(9). Proper cloud deployment requires that you have a solid understanding 

and grasp on general Information technology and networking terms, then translate that into 

the proper service and configuration of the AWS deployment.  

For this project, two EC2 instances were set up using Windows Server 2019. These two 

servers were a part of the same Virtual Private Cloud, (VPC) a network on Amazon’s 
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environment. In addition, comfort level of using Windows Server 2019, Microsoft’s Internet 

Information Service (IIS) feature was installed for serving web pages.  

As of October 2020, most modern browsers have identified the internet protocol HTTP 

as being not secure with a warning(10). Unencrypted internet traffic is seen as a security risk and 

not just for online purchases and bank transactions. Considering this, there is a correct way and 

an incorrect way to setup a multi-machine deployment on the AWS cloud.  Using a publicly 

visible load balancer, Elastic Load Balancer in AWS terms, to run traffic signals for your Virtual 

Private Cloud will allow for 

your EC2 instances to publish 

data to the internet while 

still securely behind a 

gateway with only private IP 

addresses. Accessing these 

servers, preferred practice is 

to setup a VPN tunnel as 

shown in Figure 2 on the 

left(11). Another option is to 

first login into a terminal 

server on that VPC which has 

been assigned a public IP address. The former is more secure and AWS best practice, in the 

interest of time and cost, this project chose the latter. As an added benefit, an AWS load 

balancer does provide an opportunity to use an Amazon authorized Secure Socket Layer 

certificate. Using an SSL certificates on the AWS setup allows traffic to the web server to be 

transported using https. This will remove the ‘not secure’ warning on modern browsers when 

accessing the GIS services and webmaps as explained in subsequent steps.  

Using Amazon Web Services may seem to add a layer of complexity to the project, 

however these complexities must be addresses in some way to achieve the intended result. 

Building any true enterprise system requires more than one machine. Additionally, publishing 

Figure 2: VPC Setup with EC2 
instances within private subnet VPN 
Credit; docs.aws.amazon.com 
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data over the web and consuming those data in a working and editable application involves a 

complicated system with multiple software packages communicating with each other. These 

intricacies could not have been avoided regardless of whether the servers or located on AWS, 

Azure or on-premise. The necessity of a working knowledge of IT fundamentals is crucial to a 

proper deployment. These tasks are usually accomplished by a Network Administrator.  

At the end of this section; There are two AWS instances in a private cloud that host 

websites on roguemapping.com and accessible on the internet by using a load balancer 

directing unencrypted and encrypted traffic to the IIS instance on the web server. These servers 

are accessible via remote desktop from a local machine to the public IP address on the terminal 

Desktop Server and remote desktop via a private IP to the Web Server as seen in Figure 3 below.  

Software Installation 

The primary components that will serve GIS data out to the internet will all be installed 

on the Web Server. These include; PostgreSQL, PostGIS, GeoServer & all the OpenLayers 

libraries. Ideally these components should be spread out over redundant instances allowing for 

a highly available infrastructure and not all on one machine. For this proof-of-concept 

development project and some smaller implementations, a single machine deployment is 

acceptable. The Desktop Server will act as the client GIS Technician’s machine using QGIS to 

consume and edit the feature layers and eventual webservices.   

Figure 3: Current Project AWS System 
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PostgreSQL & PostGIS 

PostgreSQL is a highly rated open-source Relational Database Management System. It is widely 

used in production applications and commonly connected to commercial applications including 

Esri’s ArcGIS Enterprise(12). PostgreSQL serves as the base RDBMS for the enterprise GIS. The 

DBA will use pgAdmin, a browser-based interface for PostgreSQL database management. This is 

where the GIS data ‘lives’ as tables and is accessed via SQL queries and views.  

Installation is rather straight forward and surprisingly 

simple. The single caveat was to enable “Stack Builder” in the 

component selection of the installation wizard seen in Figure 4. 

This tool will download the necessary 

packages and assist with continuing the 

installation of PostGIS after the setup of 

PostgreSQL. The installer steps through the 

creation of a spatially enabled database for 

GIS use. It is important to remember to 

write down username and passwords 

that are created for the default postgres 

‘super-user’. Additionally, important are 

the communication port for direct 

access (default is 5432) and the name of 

the newly created database.  

QGIS Connection & GIS Data 

An empty relational geodatabase is no 

benefit to any GIS Technician and a single machine accessing a personal geodatabase or 

shapefile is not an enterprise environment. In order to emulate a network with multiple users, 

the Desktop Server instance was installed with QGIS. This server acts as a GIS Technician 

workstation with direct access to the PostGIS database without being on the same database 

Figure 4: Screen Shots From Installation 
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machine.  PostgreSQL has an additional layer 

of security in a configuration file that 

requires explicit permissions to an IP 

address or IP range. This file needs to be 

edited with the private IP address of the 

Desktop Server for access to be enabled. By 

Default, this file is located here: “C:\Program 

Files\PostgreSQL\12\data\pg_hba.conf” as 

indicated in Figure 5.  

Using the QGIS Database Manager, existing shapefiles can be loaded into the 

PostgreSQL database. With PostGIS installed these shapefiles become 

feature classes with geometry enabled. These data are editable using 

the postgres super user connection in QGIS, see Figure 6.  At this 

point it may be important to experiment with user access and 

creation within PostgreSQL through pgAdmin to add separate users. If 

no DBA is available, there are plenty of online resources for accessing 

and enabling user permissions within PostgreSQL.  

At the end of this section; There are editable 

GIS data in a RDBMS on a server that can be 

viewed and edited in a desktop QGIS 

application from another machine in the 

same network. Nothing is being published 

over the internet. Some in the geospatial 

industry may argue this achievement, is in 

fact an Enterprise GIS. In circa 2005 this may 

have been a proper argument. The current 

times and expectation require web access to 

GIS data to be considered Enterprise GIS.  

Figure 5: pg_hba.conf  file 

Figure 6: Local Connection to PostgreSQL in QGIS 3.14 
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GeoServer 

In this project the chosen publishing application to achieve that web access is 

GeoServer. There are several prerequisite packages that GeoServer requires to function 

properly, primarily, a web publication tool, in this configuration that is Microsoft IIS. In addition, 

a current version of a Java 11 Runtime Environment (JRE) is required. There are several options 

for this second prerequisite, all listed on the GeoServer website(13). The AdoptOpenJDK package 

seemed to be the most used and straight forward installation. It is, however, necessary to set 

environmental variables for the %JAVA_HOME% directory. These prerequisite details, as well as 

the binary installation process, is outlined step-by-step in the GeoServer documentation on the 

GeoServer webpage(14).  

Upon a successful 

installation of the 

prerequisites, the most 

current version of 

GeoServer runs on 

Command Line as seen in 

Figure 7. This is a deviation from past installs which ran as a Windows service. However, the 

active application still publishes out over port 8080 by default.  

One of the great powers of GeoServer is the active 

community. Updated extensions, an active email 

listserv, and regularly maintained bug list are all 

indicative of engaged users(15). These generous 

participants also promote and produce presentations year after year at conferences and 

events.  Their work, widely available on the internet, makes GeoServer better with each 

release. This is an active benefit of Free and Open Source Software.  

The GeoServer management web interface attempts to be numerous applications in 

one. The task it accomplishes include but are not limited to: datastore repository, publishing 

Figure 7: GeoServer Command Line startup 

Figure 8: GeoServer Extension Example 
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tool, service properties manager & preview, GeoServer 

permission administrator, layer styler and pop-up 

configuration. Because of the complexities of any one of 

these functions, an interface that contains them all 

seems clunky and confusing. Fortunately, the same 

online documentation assists with the simple task of 

connecting to at a data source, as seen in Figure 9 our 

case is PostgreSQL, and publishing a layer from that 

RDBMS. For this project we are publishing one of each; 

point, line and polygon feature classes.  

One of the starkest differences between 

GeoServer and Esri ArcGIS Enterprise is the publishing 

function. In the latter application, GIS Administrators 

convey what a map will ‘look’ like in ArcMap and then 

publish it to a connected ArcGIS Server from that same 

application. GeoServer publishes and sets symbology 

style using XML one layer at a time from outside of the 

QGIS interface. This can become time consuming and 

tedious if an organization has 

many layers to publish. This 

project only has three feature 

classes to publish and style.   

However, there are some 

commonalities. Esri publishes 

proprietary FeatureServer and 

MapServer RESTful webservices. Feature Services allow access to the feature data for editing 

and symbology changes while Map Services only serve as a dynamic view to the data. The 

(OSGEO) open format comparison of these REST webservices are (WFS) and (WMS). By default, 

Figure 9: GeoServer Data Source Connection 

Figure 10: GeoServer Styler XML 
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GeoServer publishes only WMS as to protect 

organizational data. To publish WFS and allow 

editing over the web, Figure 11 shows where 

this service type must be explicitly enabled in 

the GeoServer manager interface.  

The three published feature classes 

mentioned above are each viewable in the 

preview function of GeoServer via WMS. 

After enabling this functionality, the 

editability of these layers over the web can be tested on a local machine not in the AWS VPC. A 

local laptop is used with QGIS 3.16 to emulate an internet connected desktop GIS Technician or 

Administrator. In QGIS, a connection must be set in the interface to connect to the Web Server 

GeoServer instance. Figure 12 below shows the connection details within QGIS and the WFS 

services. Further testing verified the ability to edit these WFS services and adds / deletes were 

successfully posted to the PostgreSQL database on AWS. Achieving this step completes four of 

the five Enterprise GIS components as initially intended in the project Business Plan. The fifth 

step, the web GIS component, is easily the most complicated and difficult. 

 

Not Enabled by 
Default 

Figure 11: Enable WFS 

Figure 12: GeoServer WFS Connection on Local Laptop with Editing Enabled  
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Thin Client Creation 

Simply publishing GIS layers onto the internet is not the final piece to an enterprise GIS. 

These data must be visualized in a useful manner. Web services, as shown above, can be 

consumed in desktop GIS and edited through internet protocol. If all GIS users only accessed 

web GIS on a desktop application this might be an adequate result.  

Due to the ubiquitous nature of smart phones, mobile access is a vital part of an 

enterprise GIS. Providing authoritative web applications to view GIS has become a simplified 

task with proprietary off-the-shelf software(16). However, this task proves troublesome in the 

open source community. At the time of this writing, there is no FOSS4G companion to ESRI's 

ArcGIS Online product. This tool allows casual users to consume published web GIS services or 

upload data layers to create them. Within a few minutes a non-programmer can output robust, 

flexible applications and host them on the same platform. There are several commercial and 

‘pay for’ online applications based on open source technology where users can upload data and 

create simple web maps and applications. None of these FOSS4G SaaS platforms researched 

can directly consume and edit GeoServer WFS endpoints. Creating a thin browser-based 

application that uses these open source standards requires writing from scratch or modifying 

existing code repositories. This project will discuss the use of OpenLayers as the JavaScript 

library of choice as determined by the project Business Plan.  

OpenLayers 

The OpenLayers website allows users to experiment and sandbox specific features and 

applications seen in Figure 13. 

These small examples are built 

to teach fledgling programmers 

how to combine and achieve 

desired functionality within the 

web application. For more 

intensive learning, the website Figure 13: OpenLayer Sandbox 
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also provides tutorials as well as a downloadable workshop complete with libraries, code and 

help documentation.  

Setting up the OpenLayers workshop necessitates the creation of a development 

webserver environment on the GIS Programmer’s local desktop machine using Node v8(17).  

Walking through the workshop requires compiling and using the application on a web server 

using ‘npm start’ within a CMD window opened to the appropriate folder from the workshop 

files. This is possible in the 

development environment 

using http://localhost:3000, 

where localhost is the 

development desktop. Here you 

can modify the provided code 

and see the 

application 

change real-time 

in a local browser. 

 

Using the workshop instructions could be complicated and frustrating at times. There is 

little direction on compiling the code using NPM within command line on the local development 

machine. The workshop authors assume programming knowledge that the GIS Programmer will 

already have. Some of the early success achieved using the tutorials on the OpenLayers website 

within its JS Sandbox do not seem to easily translate into this new development environment.  

Walking thru the ‘Basics’ portion of the workshop and modifying all the code that the 

documentation recommended, the basic application worked as intended on the localhost 

webserver. After several attempts in combining a few of the rudimentary tutorials a simplified 

application consuming the published AWS GeoServer WFS services was created. This 

Figure 14: npm 
command line box and 
localhost OpenLayers 
workshop application 
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uncompiled application in the development environment viewed the GIS web services through 

GeoServer back to the three feature classes on the PostgreSQL database.   

However, in attempting to compile and build the application the command line box 

became nonresponsive. Specifically, it did not execute any command entered into the cursor. 

The workshop directions instruct the user to type and execute ‘npm run build’ to compile an 

application. Unfortunately, this command did not return any action. In fact, simply typing 

gibberish into the awaiting cursor also did not return any action or even warning about an 

unacceptable command.  Upon scouring the internet for further instruction, it was realized the 

command line was currently running the process for the development webserver environment. 

Stopping that session and again opening the workshop folder in command line. Then entering 

the command ‘npm run build’, instead of ‘npm start’ as when used to start the webserver, 

finally created a compiled application ready for publishing. These files were copied to the 

‘wwwroot’ folder of the Web Server for displaying on the internet as seen in Figure 15 below.   

At this 

point, the project 

has achieved a 

working 

OpenLayers web 

application on an 

IIS EC2 Amazon 

Web Service 

instance 

webserver that 

consumes a WFS 

service through 

GeoServer made into a GIS layer using PostGIS through PostgreSQL. These data are editable on 

desktop QGIS via direct connection to the database on a local network or over the internet 

though that same WFS service. Initial use of the application appears to edit the GIS data, 

Figure 15: Working and published OpenLayers Application 
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however the perceived edits are simply modifying the JSON sitting in the browser cache. A 

simple website refresh displays the original data in the original location. These edits are not 

being posted into the database and editing in the web application remains elusive.  

Attempts at Editing 

A multi-faceted approach was attempted to enable editing on the web client. Many 

examples are available on various internet sites. There is an inherent difficulty in aligning 

application versions with JavaScript library 

releases and base application selections. 

For example; some success was achieved 

following a series of YouTube tutorials(18) 

as seen in the published application in 

Figure 16. In these videos, the developer 

host utilized all five of the projects 

selected component packages, however 

based the application on Tomcat 

webserver using PHP & Ajax instead of 

Microsoft IIS. Several attempts to 

mimic the same technology path 

introduced other data breakpoints 

outside the scope of the project and 

the effort was abandoned.  

Figure 16: (Above) Successful Presentation of 
Data in Example Application and (left) Errors 
in attempt to Edit PostgreSQL Data via PHP 
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Another resource proved to be more promising(19). Set again as a series over the last two 

years, these instructional videos only deviated in the release of OpenLayers library. This new 

tutorial used 2.13.1 a version of the library that is barely supported within the community. It 

should be noted here; It is a poor assumption to think that the latest version of FOSS is the 

obvious choice on a project. In addition, his instruction recommends pulling the entire library 

onto the webserver and using an additional JavaScript library called GeoEXT. That may make for 

a slow load of the application and is not a best practice within app development. Nonetheless, 

the provided HTML code was a functional application with subsequent videos adding 

complexity and tools, including editing to the application. As seen in the Figures 17-19 below, 

the application works in some aspects. It pulls data from the AWS GeoServer layers, can add 

additional layers from the GeoServer, has a measurement tool and get info in a pop-up box 

from the features.  Unfortunately selecting a layer to edit does not return expected results from 

the application as is displayed in the tutorial video series.  

 

Figure 17: HTML Viewer Application 
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Figure 18: HTML Viewer Adding Layers 

Figure 19: HTML Viewer Attempt at Editing 

Attempts have been made to contact the video host for assistance and support. The final 

application HTML page is 1441 lines long and the editing error has not been isolated for 

troubleshooting.  
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Conclusion  

This project has been a learning experience as it was intended to be. The project has 

successfully completed most of the objectives.  There is a working Enterprise GIS in a private 

cloud environment using Free and Open Source Software for Geospatial. Services from this GIS 

can be edited across the internet from a desktop application and changes propagate to the 

relational database in the private cloud. These changes are viewable from dynamic web 

services in a thin browser client on desktop and mobile devices.   

There are obvious benefits to using open source technology along with some 

unforeseen drawbacks. Much is made of the community of Open Source professionals. This 

kind of comradery is appealing to the newcomer. Idealism is attractive and at the basis of 

reasoning for most OS users. However, there are unspoken rules of engagement. The software 

may be free, and websites are full of working examples. Small fixes and assistance with 

troubleshooting can move the problem towards a solution, but is improper and frowned upon 

to ask for custom coding without offering to pay. There are business models based around 

setting up GeoServer in the cloud and creating OpenLayers applications. These businesses are 

willing to help to a point without cannibalizing an opportunity. When asking for help, there is an 

assumption you have a good grasp of what you are asking. Questions are rarely answered 

without follow-up inquisitions to determine your dedication to the platform. It is best to admit 

being a beginner and fall on your sword of ignorance hoping someone will help you out of pity.   

The web editing component continues to be the most difficult part of this project 

objectives. Eventually, the community will produce a configurable web application that will 

consume and edit WFS services. Until then places like MapCentia(20), GIS Cloud(21) and Carto(22) 

allow you to upload & edit your data in their FOSS based SaaS applications for a price.  

With some patience a technology-oriented GIS professional could switch from 

proprietary software to FOSS4G for an Enterprise GIS out of necessity. If the reason to change is 

out of idealism and principals, the effort seems harder than it should be. This may change in the 

future, but for now a hybrid approach of using proprietary and FOSS4G seems more appealing.  
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